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TINH HA NAM Doc lap — Tw do — Hanh phiic

S6: 4 /UBND-TH Hé Nam, ngay 0&F thang 01 néim 2019
V/v tang cudng bag dam an toan
thong tin trong dip tét Ky Hoi 2019

Kinh gti:
PREM | Céc 86, Ban, nganh thuge tinh;
- Uy ban nhéan dén céc huyén, thanh phod.

Thyc hién Van ban s6 4327/BTTTT-CATT ngay 21 thang 12 nim 2018
cia B6 Théng tin va Truyén théng v& viée don dbc ting cuong bio dam an toan
théng tin trong dip tét Ky Hoi 2019, Uy ban nhén dén tinh yéu cdu Tha trudng
cac S&, Ban, nganh, ij ban nhan dan cac huyén, thanh phé chi dao trién khai
thuc hién mét sb nodi dung sau:

1. Chii dong ra soat céc diém yéu, 16 hdng trén hé thdng; tang cudng
trién khai céc giai phap bao dam an toan théng tin cho cac hé thdng théng tin
co quan, t6 chirc minh.

2. Ra soét, kiém tra, thuc hién déy du, kip thoi céc quy dinh vé bao dam
an toan thong tin, dic biét 1a trong cong tdc phong, chong, g& bo phan mém
doc hai, phan mém gian diép (APT).

3. Tang cuong theo dodi, giam sat, cha dong phat hién sém céc nguy co
ddu hiéu tan cong mang, kip thoi xir Iy cac vAn @& phat sinh. Cr can bd k¥
thuét theo ddi, gidm sét lién tuc hé théng trong ky nghi.

4. Thudng xuyén cép nhat thong tin canh bao, khuyén nghi vé an toan
thong tin duoc Trung tam Gidm sat an toan khong gian mang quoc gia (NCSC)
thudéc Cuc An toan théng tin chia sé.

5. Khi phét hién d4u hiéu tin cong mang, théng béo vé& S¢ Thong tinva
Truyén thong-co quan Thuong truc cia Doi img clru sy ¢6 an toan thdng tin
mang; Cuc An toan thong tin, VNCERT ctia B6 Thong tin va Truyén thong.

6. S& Thong tin va Truyén théng ra soat, ting cudng trién khai cac giai
phap bdo ddm an toan thdng tin cho Trung tdm tich hop dir liéu tinh, Cdng
thong tin dién tu; truc theo doi, giam sat lién tuc hé thong trong sudt thoi glan

ky nghi dé kip thoi phat hién cac d4u hidu bat thuong, xi 1y kip thoi cac van dé
phat sinh néu c6; hd trg cac don vi bio dam an toan thong tin./. g

Noi nhin: KT. CHU TICH
- Nhu trén; H@WU TICH
- Chi tich, cac PCT UBND tinh;
- VPUB: LDVP, TH; ‘
-Luu VT, THp, { S
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Doc lap - Tw do - Hanh phic
S6: 43HBTTTT-CATTT Ha Ngi, ngay M thing 12 nim 2018

Vv dén doc ting cudng bao dam an toan

thong tin trong dip Tét Duong lich
va Tét Ky Hei 2019

- Céc B9, co quan ngang bd, co quan thuéc Chinh pht;

- UBND cic tinh, thanh phd truc thude Trung vong;

| - Céc doanh nghiép cung cip dich vu vién théng, Internet;
" - Céc tap doan kinh té, tdng cong ty nha nudc;

- C4c Ngan hang TMCP; Céc t6 chie tai chinh.

Qua cdng tac theo dbi, giam sat khong gian mang, B6 Théng tin va
Truyén théng (B6 TT&TT) ghi nhan trong 06 thang cubi nam 2018: C6 hon 6

triéu dia chi IP (6,189,778 dia chi IP) ctia Viét Nam c6 két ndi dén céc tén mién

hodc IP phat tdn/diéu khién ma doc trén the gidi, chi yéu 13 cac két ndi tdi cac
mang botnet 1on nhu: conficker, mirai, ramnit, sality, cutwai, zeroaccess .v.v..

trong d6 c6 nhidu truong hop 1a cac dia chi IP cua cac bg, nganh, dia phu’ong co

két ndi toi may chu diéu khidn ma doc APT; Tinh hinh 16, lot thong tin xéc thuc
cling dién bién phirc tap, chii yéu lién quan t6i cac tai khoan thu dién tr, hé
théng dich vu cong, cu thé 13 c6 khoang 1,809 tai khoan trén 512 tén mién
gov.vn bi 19, lot théng tin xac thuc.

Thuc t& nhiing ndm trd lai day tinh hinh an toan thong tin tai Viét Nam
thudng c6 céc dién bién phiic tap, dic biét trong khoang thoi gian dién ra céc su
kién 16n cta dat nuée va nhtrng dip nghi 1&. Do d6, nhim bao dam an toan thong
tin trong thoi gian Tét Dwong lich va Tét Nguyén dan Ky Hoi 20‘19, Bo TT&TT
yéu cau céc co quan, doanh nghiép nha nudc:

1. Chi dong ra soét cac diém yéu, 16 hdng trén hé théng; tang cuong trién
khai c4c gidi phap bao dam an toan thdng tin cho cac hé théng théng tin cua co
quan, t& chirc minh.

2. Tht trudng co quan, doanh nghiép chi dao don vi truc thude tién hanh
ra soat, kiém tra, thuc hién day du, kip thoi céc quy dinh v& bao dam an toan
théng tin, dic biét 1a trong céng tdc phong, chéng:, gd bd phém mém dbc hai,
phan mém gian diép (APT); |




3. Tang cuong theo dSi, giam sat, chii dong phat hién sém cac nguy co,

dAu hiéu tin cong mang, kip thoi xit 1y c4c vAn dé phat sinh. Ctr can bd k§ thuat
truc theo doi, gidm sat lién tuc hé thdng trong ky nghi.

4. Khi phat hién dAu hiéu cta céc chién dich tin cong mang, thong bao vé
co quan chic ning lién quan ctia Bo Thong tin va Truyén thong (Cuc An toan
théng tin, VNCERT) d c6 bién phép xi ly kip thoi, giam thiéu thiét hai;

5. Thudng xuyén cdp nhét théng tin canh bao, khuyén nghi vé an toan
thong tin dugc Trung tam Gidm séat an toan khong gian mang qudc gia (NCSC)
thudc Cuc An toan thong tin chia sé.

Khi trién khai cdc ndi dung néu trén, trong trudng hop can thiét, Quy don
vi ¢6 thé lién hé v6i Cuc An toan thong tin, s6 dién thoai: 0243.3943.6684, thu
dién tir ais@mic.gov.vn dé dugc phdi hop, hd trg.

Tréan trong./. '/

Noi nhin: KT. BO TRUONG

- Nhu trén; P U

- Thi tuéng Chinh phu (dé b/c);

- Ph6 TTg CP Vii Plrc Pam (dé b/c);

- Vén phong TW Dang;

- Vin phong Quéc hoi;

- Van phong Chinh phu;

- Co quan TW cac doan thé;

- Toa an nhan dan tdi cao;

- Kiém todn nha nudc;

- B trudng (dé ble);

- Thir truéng Nguyén Thanh Hung;

- Don vi chuyén trach CNTT cac Bg, co quan
ngang B9, co quan chinh pht (qua email);

- SO TT&TT céc tinh, TP thube TW (qua
email);

- VNCERT;

- Luu: VT, CATTT.

S N 3»;.*‘*{" Thanh H‘rng




	Page 1
	Page 2
	Page 3



